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                      Introduction

       
       Friend,

 

My name is Lance and I am the author of this book on encryption security and anonymity. I have been an encryption enthusiast as well as writing about security in general for over a decade. I have been a member of many security and encryption forums since the 1990s, and have been involved with computer technology since the 1980s. If there is a security or encryption program out there, I have used it and experienced its strengths and its shortcomings. I was there when PGP first arrived on the scene, and when Napster was the dominant method of p2p trading. I have used most versions of PGP, Drivecrypt, Bestcrypt, Truecrypt, Tor, Freenet, I2P and every derivative thereof for many years. Today we are constantly bombarded with news by the media of those trawled, raided, arrested, imprisoned, tortured and humiliated because they weren’t necessarily breaking any law, but because they did not know the difference between privacy and anonymity. I had been meaning to put together some of the rudimentary elements of encryption security in such a way that a person without any knowledge of security encryption or anonymity could become familiar. It is not a particularly advanced book, but rather a portal from which a beginner can step through with the assurance of anonymity when he is online. To that end I present a few tools (mostly free) at your disposal to accomplish this lofty goal. If you’re an advanced user, you just might learn some hidden vulnerabilities in your favorite anonymity program.

A PhD in computer science is not required to use encryption. Neither are you required to be a programmer of any sort. You only have to know your way around your operating system and be able to follow directions to the letter. If you know how to install an operating system, or for that matter, any application at all, then you can safely use encryption programs to preserve your own digital data and safety.

 

 

 

 

“If you want total security, go to prison. There you’re fed, clothed, given medical care and so on. The only thing lacking … is freedom.”

- Dwight Eisenhower


     

   


                                      
           Chapter 1: Following Darknet           

        
       If you’re like one of the many billions of people on the planet who use the internet to surf the net, check email, download programs or do any kind of online work, then you probably know there are inherent risks associated with being a habitual internet user. It is not your fault that there are so many latent traps and pitfalls associated with online spelunking, in whatever form that may be. It is just a fact of life that the Good lives alongside the Evil in our lives, whether it is offline or online. This book is meant as a beginner’s guide to distinguish between the Good and the Evil, and to conceal your online footprint so as to emulate a ghost on the internet. This book is not necessarily for the advanced, such as those who teach computer science courses on network security on a daily basis, but rather it is for those who would like to learn to surf without compromising their identity, or having their online habits tracked 24/7, and who engage in some risky speech against their government once in a blue moon. It is also for those who might not know about some of the little known vulnerabilities in their favorite “anonymous” software programs. In the end, you just might learn there is a vast difference between “anonymity” and “privacy”.

Let’s start with the basics. I’ll just put this out there so you know the weight of the privacy situation entirely. You are always being tracked on the internet in just about every way you can imagine. Search engines, cookie managers, download managers and everything you do online has the potential to make someone, somewhere, a LOT of money. Most of the time, this is because laser-targeted advertising with certain niche products is extremely profitable. The more they know about your habits, the more money they make. How? If they know more about your fears, your likes and dislikes, and how and where you spend your money, they can deliver targeted advertising to you. Laser targeted advertising. Now, advertising in and of itself is not such a bad thing, but neither is a loaded gun sitting on top of the fridge. By itself it can do nothing. However it is the method of execution that defines its usefulness. If you type any medical search terms into a major search engines such as Google, Yahoo, or Microsoft’s Bing, soon enough you’ll start to see targeted ads. If you type “how to cure a hangover”, you might not see anything right away, since hangovers generally don’t last that long. However if you were to type “how to cure herpes”, you will likely be typing variations of that sentence over the course of a few weeks or months since it is not an easy condition to treat. Eventually you would see pay-per-click ads start to manifest themselves in your search engine results in the top corners. These ads might be selling all manner of snake-oil remedies for the cure to herpes, or they might be referrals to medical specialists. The bottom line is this: why do they think you have this disease? The answer is because you repeatedly typed it into the search engine over the course of days/months. Over the course of a year, how much do you reveal about your medical history and identity to your favorite search engine? Do you ever wish you could keep this information private?

They (the powers that be called Search Engines) like to “bubble” your identity based on how you search. With the help of a very specific item in your internet portfolio called an IP address, they can even find out where you live, who your ISP is, and chart a course right to your very doorstep. With the help of Google Maps, and a whole plethora of other mapping applications, this can potentially lead to some very annoying and/or embarrassing situations. Do you think this information would be valuable to door-to-door salesmen? Or perhaps a company that sends out mailed advertisements? Of course it would! First things first, let’s briefly say a word about the difference between privacy and anonymity. They are not the same thing. Not by a long shot.

 



   

Privacy and Anonymity

 

While we shouldn’t waste time splitting hairs here, it is probably a good idea to distinguish between the terms “privacy” and “anonymity”. The two terms are not really as interchangeable as some think. Let’s say that you have Firefox running, and you are working from home with a direct connection to your ISP. You don’t want anyone knowing what you’re doing, so you select the “private mode” tab in Firefox. This disables cookies and inhibits the ability to store any remembered websites. However this privacy only goes so far. It does nothing for the ip address problem we discussed earlier. Search engines still see it, as does your isp (internet service provider). They both know which sites you visit and for how long, based on your ip address. In short, they can see everything. Your wife can’t, however. That is why the privacy mode in web browsers were built: to keep the sites you visit private and out of the public view. Is this privacy enough for your needs? You certainly have some level of privacy, but anonymity is another matter. Anonymity takes privacy to an entirely different level, where the ip address, and thus anything you do online, is extinguished like a wet cloth to a candle’s flame through layer after layer of digital barriers. If you want to have privacy, use Firefox’s private mode, or use a vpn service provider in conjunction with this feature to ensure no one else in your household can see your online footprints. If on the other hand you want anonymity, use the Tor network. In doing so, you will guarantee yourself strict anonymity and be assured of simple privacy as well.


     

   


                                      
           Chapter 2: The Anonymous Tor Network           

        
       Every Internet Service Provider assigns an ip address to every user who logins to their network. From there, you can connect to the millions of websites, newsgroups, and online applications that you enjoy most. IP addresses are like phone numbers. They tell your computer where to connect and send packets of data. They need this information to not only send data, such as html code, but also flash code so you can watch Youtube videos. These are targeted with ads too! So if the security of online privacy involves concealing the ip address between two computers, how do those two computers talk to each other without a direct connection? If you hide the phone number, how do you make the call? The answer is simple: you have someone else in another country dial the number for you. This is the first step to being anonymous online. Do not use the IP address as a direct connection. Hire a middle man to do the talking for you. How is this possible? There are several ways. You can use the free online program called Tor, which acts a relay point between you and your online destination. There are also paid services called VPNs (virtual private networks). There are also other anonymous networks like Freenet and I2P but we’ll get into the specifics of those later. First and foremost, let’s talk about Tor. It is the quintessential solution to online privacy, since it masks your IP address. The websites you connect to have no way of knowing where you live, which ISP you are using, or what your browsing habits are. When you connect to the Tor network, you are establishing a conduit whereby if you connect to a website (Google for instance), it connects through several layers of ip addresses, or “onion layers” to reach its destination. You send out a message, email, or some type of communication. The message then goes to Bob, Jane and Herb, then finally reaches the end of the line…your favorite webpage. As you have probably guessed, there is a small speed hit in doing this. In order to hide your ip address, several “hops”, or intermediaries, have to be jumped through. Without going into too much technical detail, let’s just say that these hops serve a very valuable purpose: to keep your private communications out of the hands of those that intend to snoop on you. Since your ip address changes every time you login to the Tor network, they can’t “bubble” you effectively and target you with ads because you look like a different person from a foreign country to them each time you login. The Tor relay will end up giving you a different country to “pop-out” from with each session of your Tor browser, thus making it impossible to know your origin or where you will go next. You can download Tor by visiting: https://www.torproject.org/download/download-easy.html.en

 

It would be prudent to spell out some of the best practices of using the Tor network should you decide to go this route. First, although the Tor package comes with a preconfigured Firefox browser, there are still some rules you should follow that might not be apparent (and as of this writing are not on the front page of the Tor website).

 

1.)  Never give any compromising information on the Tor network that could be used to identify you. This means using your credit card for purchases, accessing your bank account, or logging into a social media site like Facebook or Myspace. Remember that Tor at its heart is a chain of proxified users (ie man-in-the-middle intermediaries).

2.)  Never mix browsers. Don’t use the same browser you browse every day to Facebook and your ISP email as you do to access the Tor network. Cookies can give away some vital information regarding which sites you visit outside of Tor and can lead to a correlation attack on your identity/ip address.

3.)  Always disable javascript. The reason for this is that exploits can be utilized to reveal your ip address through using flash videos. Flash videos such as those on Youtube only work if this is enabled.

4.)  Install a bare minimum of browser plugins. You don’t want anything to do with flash as it is not yet configurable with Tor’s anonymity functions. That means youtube sites won’t work. Also be weary of download managers such as GetRight which may reveal DNS requests and reveal your ip address, or “dial home”.

5.)  Disable any automatic updates in the browser’s options tab. This also includes updates for any addons. You should update manually, not automatically.

6.)  If installing Tor browser bundle, open up your browser and select NoScript /Options. Select the Appearance tab and *uncheck* Allow Scripts Globally.

 

 

Let’s examine an analogy between Tor and regular internet usage. You’re sitting in your living room browsing anonymously via the Tor network. Your wife on the other hand is sitting in the kitchen on her Macbook, browsing without Tor. You might wonder if her browsing habits break your own anonymity. They don’t…up to a point. While your isp doesn’t know what *you* are doing online, they certainly do in regards to your wife.

Imagine yourself driving down Main Street in a Mercedes with tinted windows. No one can peer inside to see what you are doing at the stoplight. Not even the cops. Your wife on the other hand has non-tinted windows. People can glance over without any effort and tell if she is smoking a cigarette, listening to her ipod or talking on her phone. You are anonymous. She is not. The isp along with any websites she visits can see everything she does online. They can’t see what you are doing however.

 

Firefox (and many other browsers) talk to different hosts, with the router acting as the traffic cop.

 

Your machine: Port X Machine A (Tor: all encrypted traffic)

Your wife:       Port Y, Machine B (without Tor: all visible traffic)

 

This same concept also applies with other things you may do on your machine while using Tor. If for instance you are using a p2p application, or BitTorrent, your ISP can still see what you do on the p2p network you are running simultaneously with Tor on the same operating system, but it cannot see the contents of the Tor network, and the browser you’re using with Tor. Thus, don’t do anything on your p2p network that you wouldn’t want your isp to know about. Tor however is a different story since they cannot see what is going on between Tor relays. For all intents and purposes, Tor is like a cloak of invisibility that shields you from the sight of all onlookers, unless you have accidentally ripped a hole in the cloak (ie turned on javascript).

 


   




   

Tor and Torrents

 

A word about torrents and the Tor network. It might seem on the surface that running your torrent client through the Tor network would be an obviously beneficial idea. After all, if Tor can cloak your regular Firefox downloads, surely it can do the same with torrents too, right? Well, yes and no. Yes, you could route your traffic through Tor using your favorite torrent client, however this is not a good idea for several reasons. The first is that Tor was never developed to withstand the kind of punishing traffic bandwidth that usually comes from torrenting. Secondly, most torrent clients like uTorrent, BitSpirit, and libTorrent are not coded properly to make you anonymous on the Tor network. They often will ignore their socks proxy settings since UDP protocol is heavily involved with torrenting, and will send your real IP address to the tracker, thereby defeating the purpose of using Tor completely. Tor in fact still does what it is coded to do: send whatever packets anonymously through the Tor network to your destination. However it sends your IP address within the torrent tracker right along with it…anonymously. It would be like sending a secret message in an envelope directly to the person you are attempting to hide that message from. This is not a problem with the Tor application, but rather the way torrent trackers are coded. The only fix would be if the torrent application coders themselves rewrote their applications to work harmoniously with the Tor network, something they probably will not get around to doing anytime soon.

 

 



   

Tor Onion Sites

 

One of the most secretive elements of the Tor network is the existence of Tor Onion websites, which are pseudo top level domains acting as anonymous hidden services. In other words, they are hidden in that they can only be accessed by the Tor users themselves residing within the Tor network, rather from the open web. The underlying motive for the creation of such hidden sites is so that the admin of the site as well as those accessing such sites cannot be traced. Since onion sites that are based on the hidden service protocol cannot be accessed from the regular internet, the address of the onion site you are looking for must be known. You can connect to an onion website on Tor just as you can a regular website, by typing the address into the address bar. For example, you might want to go to Tor2Web, in which case the address is: http://tor2web.org/. A warning about tor2web: it is intended to offer one-sided security, that is, to protect the identity of those publishing content on Tor, not those browsing it. If you want to be secure while browsing you’ll need to install the Tor application. Convenience and speed should always take a back seat where security is concerned.

Needless to say, a hidden network would not stay completely benign of nefarious webmasters if it wasn’t indeed anonymous. To that end, the Hidden Wiki was developed, a singular .onion page with a wikipedia-like structure outlining in explicit detail everything from political activists to every conceivable criminal group imaginable. There are links to hundreds of various .onion sites dealing with everything from how to obtain illegal drugs, warez operations, virus creation, anonymous use of Bitcoins, illegal pornography, hacked paypal accounts and even how to hire contract killers. Needless to say, some of these sites need to be taken with a grain of salt as some of them are pure fiction.

 

 

 

Be aware of your own country’s laws regarding what can legally be obtained. What goes around in Amsterdam or Japan may not fly straight with the authorities in the US. Remember that information that exists in Deep Web is just that: information. By itself, the information can do nothing. Words are just rearranged letters to get your point across. Pictures and videos are simply ones and zeros moving across your display. It is what they are eventually used for that define them. At the core of it, the Hidden Wiki is not terribly dissimilar from any run-of-the-mill black market operation offline. It just so happens to be online, and accessible by anyone with a little search engine sleuthing capability. Not all of the information in the Deep Web is used for nefarious purposes. Like Freenet, there are a lot of different sites that concentrate on exposing human rights abuse, political corruption, and government scandals involving high-level politicians. In the end, it is what you do with the data that determines its criminal element.

 



   


  Testing your ip address visibility on Tor


 

When you have finally installed Tor, you may want to test your ip address to see if it really is broadcasting your Tor ip and not your real ip address. If you installed the default package of Tor, then Tor will show you the ip address you are broadcasting as your start page. If you want to check it yourself, then go to http://whatismyipaddress.com/. This will show you not only your ip address, but your internet service provider as well, and where it is located on google maps. It will also show city and country where it is located. When you are using Tor (if you have it set up correctly), you will see a different city/country than the one you currently reside in. Mark down what your ip address is outside of Tor, and check this site when you launch Tor.


     

   
                    
                                      
           Chapter 3: Vpns           

        
       The last few years have seen an emergence of many different vpn (virtual private network) providers with server farms in just about every country that isn’t third world. What a VPN does is somewhat similar to what the Tor network does. It sends a different ip address to your destination, whether that is a webpage, usenet provider, or webhost. There are some pros and cons to this. First, it is not free. A vpn provider will usually charge the same amount you would get for a usenet service, about ten dollars per month. This amount fluctuates from provider to provider. Sometimes it is a little more, sometimes a bit less, but all providers have you login to their service the same way you would an isp. Most of the configuration is automatic and doesn’t require any technical wizardry to setup. It can be done in about five minutes.

Another major difference is that while Tor provides anonymity, and is free, a vpn will provide you with privacy, but not necessarily anonymity. This is because the middle man, the vpn in this case, knows your real ip address. They have to know this information in order to forward your requests. The vpn is built upon a different technology than Tor. It is built for speed and stability. Let’s say that you’re a Chinese dissident. You don’t like the way your country is headed in regards to free speech and human rights. You can’t exactly criticize the Chinese government in the Saturday paper can you? Of course not. So what is a good, law-abiding dissident to do? You build a news website using a vpn in another country and relay your dissent through that internet portal. You don’t necessarily have to build a website. You could simply setup your newsreader to access Usenet via the vpn connection. In that way, the Chinese government could not determine the origin of any anti-governmental messages through the use of the ip address (unless of course you hint of incriminating personal information that narrows down your location).

You can also access forbidden places by the Chinese government, such as Facebook, Skype, private chat rooms and even Usenet. The reason these kinds of places are blocked by the Great Firewall of China is precisely because they are fertile ground for free speech enthusiasts. While this may sound like an easy way to circumvent the Chinese police, remember that most vpn providers offer connections through almost every civilized country you can think of. If you are a Chinese dissident, I wouldn’t connect to a vpn located in China, but rather Japan or perhaps South Korea. Most vpn providers offer a selection of many servers to choose from in which to route your messages and traffic.

On that note, let’s talk a bit about law enforcement and vpns. Many in the past have erroneously thought that a vpn carried with it a strong dose of anonymity, similar to what Tor offered. It doesn’t quite stack up that way. A vpn service offers privacy, not anonymity. They do not route your data through intermediaries. Depending on which vpn provider you choose, you could end up with a vpn provider in Switzerland who will not cave to anyone’s request for subscriber information outside of Sweden. On the other hand, you might have a US based vpn provider who will bow down to the whims of any judge’s warrant for subscriber information in a New York minute. While most are perfectly safe for purposes of torrents and the like, one should think twice about using a vpn in a western country for felonious offences, as the vpn will most likely give your name and address up to law enforcement in order to stave off any fines and/or trouble by the government. There are of course ways around this, such as not using your credit card and paying anonymously, however sometimes it is better not to use a vpn at all for those kinds of purposes (think hackers, smuggling, illicit banned goods, drugs etc). Vpns have never been built with anonymity in mind. Tread carefully.

 


     

   


                                      
           Chapter 4: Freenet           

        
       Freenet is unlike any other anonymizing beast on the entire internet. It takes quite a wizardly mind to setup the program sufficiently to exploit its strengths and minimize its weaknesses. It is a bit like chess: easy to grasp the basics, long and difficult to become a master. Built in 2000, Freenet is a vast, encrypted datastore spanning thousands of connected computers across the globe, all distributing encrypted contents from one computer to another. To this end, it is somewhat similar to a p2p program like emule. Except with emule, every file, whether it mp3, rar or iso is out there in the open for weeks, months and years, along with the ip addresses, trumpeting who downloaded and uploaded every file. You know what you upload, and what you download. Freenet is different in this regard. While your ip address is visible, what you are uploading out of your machine is not. You initially setup the size of the datastore for others to download from you. This datastore is encrypted. You have no idea what will eventually be inside, as the contents are encrypted. It is a bit like a postal worker delivering the mail. He has no idea what is in the package he is delivering. That is not his job. His job is to deliver the contents to its destination. Therein is the strength of Freenet. While you can see your downloads merrily trickle their way down to your pc, there is no way to decrypt your datastore’s contents and see what it is you’re passing along to the nearest node. The bigger the datastore, the more efficiently Freenet runs. After one inserts a file into Freenet, the user is free to shutdown their pc. This is unlike torrents in that the stability of the torrent file is dependent on the length of online seeds. Thus, high reliability is a factor with Freenet files, as the file is spread between encrypted blocks residing in the Freenet system. You may download Freenet at:


  http://freenetproject.org


Freenet is slow. So slow in fact, that you may not see any measurable progress in download speed for a couple hours or so, and it may be a day before you can see extensive progress with old files. Don’t get discouraged because of this. It will speed up gradually over time. Now, with your ip address out there in the open, you might be tempted to think it is not very anonymous. Nothing could be further from the truth. Whatever you download is encrypted from one end of Freenet to the other, and decrypted on your pc. No one looking in from the outside can see who requested which file or message. No one on the inside knows either, except you. For this reason alone, it is extremely censorship-resistant. This level of anonymity requires each node that requests data to operate in “hops”, from many intermediaries, similar to what you would see in Tor. However, no node knows who requested which file, thus giving a high level of anonymity. This requirement carried a very high price in that downloads as well as uploads are initially extremely slow, especially for new data inserts. Let’s say you want to share an iso dvd image on this network. You fire up Frost (front-end addon for Freenet), then hit insert, then select the file. Then depending on how big your file is, you could be waiting for a long time, say several hours, for the file to finish. If this file had been inserted three months prior, and was very popular, with dozens of users trying to fetch said file, then that file would download very fast. However this is not usually the case with new files since every kernel of data on freenet operates faster if and only if it is a popular file.

There are two types of security protocols that Freenet offers: Darknet and Openet. For Openet, you connect to other users, called “strangers”. There is nothing sinister about this, as this is what the Freenet developers envisioned that most beginners would use. The ip address of said strangers is visible, but the anonymity of Freenet isn’t nested in the security of the ip address like Tor, but rather it is nested in the encryption methods of the distributed datastore. The other security option, which you are given at installation, is Darknet, where you will connect to “friends” rather than “strangers”. These will be Freenet users that you will have (presumably) previously exchanged node references, which are public security keys. With Darknet mode, it is assumed that you will have a higher level of trust, as your node reference is related to your online Freenet identity. Needless to say, this mode is not to be taken lightly.

Within Freenet, there are no censors. Every kind of free speech is allowable and often encouraged. The very way in which Freenet is programmed makes it impossible to remove any message from the system from an administration standpoint. Individual users may opt to erase certain comments from the frost system, for instance, but this is only at the local level, on their machine, and not the Freenet network itself. Thus, no religious group for instance can force others in the network to conform to their belief and discussion system. No one on Freenet may deem information so offensive that it must be removed. Not even Freenet developers. Needless to say, this has some negative consequences in that anyone may say anything to anyone at any time. Some freesites on the Freenet network are plagued by spammers, identity thieves, terrorists, molesters, government anarchists and software pirates. The Freenet developers have stated this is a necessary evil of sorts in allowing 100% free speech to reign free. It could be argued that one should not allow illicit digital goods to be exchanged between users just so people could speak freely, however one of the stated purposes of Freenet is to preserve such a system in the even of societal collapse or oppression.

While there are no rules to govern Freenet by in the sense of censoring unsightly posts, a few guidelines have been posted in scattered parts of Freenet that should probably be heeded:

1.)  Never give anyone on Freenet your node-reference, as this contains information that could be exploited to correlate your Freenet identity with your ip address.

2.)  Same rule as Usenet: Don’t give in to trolling activity. Trolling by its very nature flourishes with the more responses it receives. Ignore them.

3.)  Never give out any personal info: your location, where you grew up, which restaurants you like most, what kinds of clothing stores you shop at, as these could zero-in on your location

4.)  Take notice of different regionally spelled words (labor vs. labour, color vs. colour: these could reveal your home country).

5.)  Never use any nickname that is the very same unique nickname you use for opennet forums. Use popular nicknames like Shadow, John, Peter and the like.

 

The highest security setting is a bit foreboding, but perhaps necessary in countries where criticizing the government could land you a lifetime in a work camp. It has an encrypted password option to encrypt every facet of Freenet usage you deem necessary. This setting is in the security configuration, along with a host of other options of varying system requirements. The higher the security setting, the slower Freenet will run as it will use more resources to cover your footsteps.

When first installing Freenet, it will likely take no more than a few minutes, while asking you which security level you would like to operate at (normal up to maximum). After that and a bit of time (say a few hours) allowed for Freenet to find nodes to connect to, you’ll be presented with a previously hidden world where a Freenet index lists every possible combination of freesites available. Everything from anarchy sites to Iranian news, to pirated copies of books, films and game roms and even a few political how to documents describing how to protest a corrupt government without getting caught will be indexed. These are the types of things typically either censored by Google in China, or deindexed altogether. The only thing missing is a disclaimer at the bottom of the screen welcoming you to the deepest, darkest depths of the internet, known as Darknet.

Optionally, you may run Freenet from an encrypted Truecrypt container file. You will need to create a Truecrypt volume that is sufficiently large enough to hold whatever files you intend on downloading from Freenet. Remember to keep in mind that when Freenet asks you how large you want the datastore to be, the size you choose could be a benefit to other Freenet users. The larger the datastore, the more efficient the Freenet network operates. That is not to say that downloads will always come down faster, but rather encrypted data will last longer on the network. This is similar to the retention times that Usenet providers talk about when they try to sell their servers to you. The higher the data retention, the longer the files on the network will last. There is also another bonus to having a large datastore of say fifty gigabytes or so. Files that you may request may already be in your datastore after having run Freenet for some time, thereby vastly shortening the time to retrieve them.

With your Truecrypt container you can run Freenet with the volume mounted and not worry about your freenet activities being used against you in case of your computer being confiscated, by Chinese government figures for example. You can also do the same for your Tor browser as well. Install Tor browser bundle to a mounted Truecrypt container and only run the program when mounted. This way there will be no traces of your browsing session on your main operating system.

 



   

Frost


   


Frost is a separate application than Freenet which acts as a front-end addon. It makes browsing on the Freenet network more akin to browsing Usenet newsgroups. You may download it at:


  http://jtcfrost.sourceforge.net


 

After running Freenet, you can optionally run Frost simultaneously to download inserts from the Freenet network. It is not mandatory but it is incredibly helpful. Like Freenet, it is not particularly fast, but what it lacks in speed it more than makes up for in usefulness. Run Freenet, then Frost, and then wait an hour or so for Frost to find some groups, and then hit the globe button at the top panel to subscribe to groups. These groups all have discussions going about every topic under the sun. Some of them are fairly dead, with almost no discussion at all, and others swarm with activity. Be warned that, much like Usenet, some of these groups may carry offensive messages and/or material. That is the one of the side effects to having a truly free, anonymous system where people can share any idea freely without worry of persecution.

 

Tips on using Frost:

1.)   If you started downloading something in Frost, finish it in Frost

2.)   Like Usenet, don’t troll the boards. It will get you put on user’s “ignore” list and they will henceforth not see any messages from your nickname.

3.)   Never reveal your node reference to anyone on the Frost boards, as it could be used to locate you.

4.)   Don’t over engage in setting maximum priority to downloading any large files as this could be exploited with traffic analysis (theoretically).

5.)   Set days to download backwards to 60 (or however long you wish). Just be aware that it may take several days to retrieve all messages if you select a very large amount of days to download.

6.)   In the options/preferences tab, you may adjust the setting to ignore comments from users with less than four messages attached to their nickname. This is very effective at eliminating most spam messages on the board.


     

   


                                      
           Chapter 5: Truecrypt           

        
        

It would be folly if we went to all this work of laying out the security options to keep our online footprint out of the hands of those who would exploit it, and not say something about our offline footprint. Put simply, you should tread carefully with your offline habits just as you should your online persona. For example, lets say you’re in your favorite cafe. You’re sipping your ice cappuccino with your laptop in the corner of the coffee scented shop and have to make a break for the restroom. It’ll only take a minute or so, right? While you’re in there, the guy sitting at the next table decided to insert a usb key into your laptop and upload a keylogger virus into your machine. This keylogger is ridiculously small in size, and can hide undetected by most users. It can even disguise itself as a windows service and look just like any other svchost process, all the while taking snapshots of your screen, recording everything you typed for the remainder of that day, and emailing them to whomever installed the virus. You would be a bit worried if you knew about it. However most don’t realize they leave themselves vulnerable to such attacks in public places. Some experts have referred to this as the “evil maid attack”, after a scenario whereby you are in a hotel and briefly step outside for a moment and at which point the maid comes in and has physical access to your running machine. They now have access to every cookie stored by your browser in addition to any credit card numbers you have used, possible phone numbers/ emails of friends, and potential love letters between you and your significant other. How can you prevent this from happening?

For starters, to prevent identity theft you need to seriously consider full-disk encryption. This is not nearly as complex as some think it is. It is ridiculously easy to install and encrypt your boot drive, and costs you nothing, but potentially saves you from months of worry and headaches. There are several versions of encryption applications at your disposal. There are the paid programs, such as PGP, Drivecrypt, and Phonecrypt, and the free versions: PGP and Truecrypt. There are a few differences between them but the one thing to take away from both free and paid versions is that they prohibit anyone from booting your computer, laptop, or phone without the password. Truecrypt is free, and does this by creating a 256 AES encryption key. You install the application, select your drive you want to encrypt, and select your passphrase and create an encrypted key. It couldn’t be more simple with the on-screen instructions. How does this benefit you? Well, the next time that thief who stole your laptop tries to boot up the hard drive, he’ll be out of luck since he doesn’t know the password. He is presented with this password field before windows even boots, and if it is not keyed in correctly, the drive halts. The password, if sufficiently long, is enough to withstand almost any brute-force attack, even by the NSA. Just make sure to use a passphrase that will be easy to remember, but long enough to thwart any attacker: 15-character passphrase with upper/lowercase letters with a number or two. Truecrypt is available at http://www.truecrypt.org.

Just how strong is Truecrypt anyway? Well, provided you created your encrypted volumes with a sufficiently long and varied password, it is considered impossible to crack, on the order of millions of years. It would take quantum computers eons to crack even a moderately lengthy passphrase using brute-force methods. In all likelihood the absolute weakest link is you. Keyloggers can obtain your password if you are unlucky enough to catch a virus that installs one. However these are a fairly rare occurrence if you keep your operating system, anti-virus and anti-malware programs up to date. The other weakest link is your passphrase. You would be surprised at just how many people use their own personal information in their passphrases. Doing this might make the password easier to remember, but also easier to crack. A good passphrase is made up of lower and upper case characters in addition to spaces, which lend more entropy bits to the protection. At each instance a bit is added to a passphrase, the computational crunching requirement to crack such passphrase is doubled. If I were living in North Korea or China I would seriously consider a passphrase that was at least twenty characters long, with some keyboard symbols thrown in for good measure. Most people do not like to remember a twenty character passphrase however, so they use a less random one.

Drivecrypt is another encryption program, but it is not open-source and is not free. It costs just under $100. I have used this program for about six years and have to say if money is a concern, then go with Truecrypt as it has many of the same functions that Truecrypt does, and for zero cost. Drivecrypt has an option called “bootauth” which is short for boot authorization. The install process is similar to Truecrypt, though the bootup passphrase screen is a little different than Truecrypt. You boot your hard drive, and then type in the passphrase to boot the OS. The downside to Drivecrypt of course is that it is not open-source. What that means is that it cannot be studied by the public sector (read: security users) to determine if any backdoors have been programmed into the application. Like Truecrypt, it offers the option to create an encrypted operating system that holds a hidden operating system as well whose existence can be denied to those trying to harm or prosecute you. This is especially beneficial if you live in the UK, where failure to hand over a passphrase to an encrypted hard drive can get you two years in prison on a contempt of court charge. However you could give them the password to your decoy system. There is no way they could know if you were concealing a hidden operating system. Truecrypt and Drivecrypt give no hints or leak any data regarding the existence of hidden files. The only way to mount said file is to know the password, and there are two you create with such an option: one for the decoy, and one for the hidden container/operating system. You also cannot use the non-hidden operating system on any kind of daily basis, but rather have it exist solely in the case of prosecution from the powers that be. Any forensics expert can check the system timestamps and tell when you last had use of the operating system in question, however they will not be able to tell if a hidden operating system exists.

Truecrypt and Drivecrypt also support the use of encrypted container files, which when clicked will mount the file the same way a mounting application like DaemonTools or Nero mounts an iso image. Prior to mounting, the application will ask you for the password. Mistype the password and the container does not mount at all. This can be very handy as there are a plethora of private items that you could conceal from government or any kind of prosecuting institution, such as medical records, tax records, school transcripts, business correspondence and the like.

 

Some tips for Truecrypt/Drivecrypt users:

1.)  If you have one, disable the firewire port, as this has been historically used by the powers-that-be to reveal the encryption keys.

2.)  Never leave any containers mounted on a laptop when crossing a border station, unless you want your private information in said container to be shared with the guards

3.)  Never leave your pc powered on unattended for any lengthy amount of time (ie. public wifi spots, cafes, libraries, college classrooms, etc). All security goes out the window when an attacker (or anyone else) has physical access to your machine. Neither Truecrypt nor Drivecrypt can protect your data in such a case, as the attacker can install a keylogger that can record your keystrokes.

 

Let’s talk about things you save to your computer. First, there are thumbnails to worry about. If you take some snapshots of some Chinese government agency built on corruption, then at a later time delete the images in the folder, a shadow copy still exists. In windows xp, thumbnails of jpegs are stored within each folder of the image’s location. So if you have a folder called “government office snapshots”, you will have thumbnails enabled in the folder settings tab for any pictures (jpegs, bitmaps, etc), and a hidden thumbs.db file will be present that shows a mini version of the picture in question. So even if you delete the jpegs, this hidden file will still reveal to anyone what the contents of the original folder were. The only way to see or disable this hidden file is to go to Tools – Options – View and set the option to “show hidden files and folders”. Until this is done, every single folder with pictures in it will store a mini-snapshot of the pictures unless this is disabled. Windows 7 is a completely different file system to Windows XP. Instead of keeping the thumbnail cache within the folder where the pictures reside, it stores it in a central location (%userprofile%\AppData\Local\Microsoft\Windows\Explorer)

I have found it much better to just leave the thumbnail option off in Windows 7, as the images load fairly quickly without the need for a cache to speed things up.

There are other files, like text, audio and the like, that are at risk of being discovered if you do not take precautions to securely delete the file. When I say deleted, I do not mean deleted from the recycle bin. When you delete any items from the recycle bin, all that does is tell the computer operating system that the space previously occupied by that file can be written to again. It does not delete the file permanently until that space is overwritten to again by some other program. Government agencies have programs that can undelete a file. The way around this is to use various programs to securely delete a file, such as Ccleaner. This application has an interesting wipe utility as well, in that the application will wipe the free space of any previously deleted contents on the hard drive. You can even do this while the operating system is in use. Needless to say, if you have a 2 terabyte hard drive and you’re only using 20% of the drive, with 80% being “free space”, then it will be a few hours for it to finish the wipe process, dependent on the speed of the hard drive and what other programs you have running. It does not touch any installed programs that exist already on the system, but only that free space that is allocated for use.

Let’s talk briefly about the “swap” file that most operating systems use. What this means is that sometimes during heavy pc usage, you will run low on system memory, and then the operating system will use your hard drive as a temporary ram storage device. This is what is called the “swap file”, which increases the speed of computer operations (though not in every case). This swap file can be a veritable gold mine of data to someone with nefarious intentions. Text files, video thumbnails, and word document fragments can exist herein, enough to print out a pretty good snapshot of your past habits and identities. There have even been court cases where people were convicted in court using nothing but thumbnail fragments, which proved without a doubt what the intention was of the computer user under indictment. You can disable the swap file windows uses by going to control panel, System & Security, System, Advanced, Performance, Settings, Advanced, Virtual Memory and click Change. Choose “No Paging File”. Reboot. Some resource intensive games use the swap file as a means to speed up their games when there is not enough ram to go around. If you run into any slowdowns with normal pc usage you can always switch this option back on, then reboot.

 

 



   


  Subscribing Anonymously to a Usenet or VPN Provider


If you don’t like the idea of using Bitcoins to subscribe anonymously to a private internet service like Usenet or a VPN service, you can still use cash or a postal order as well as a pre-paid debit card to securely do so. I would not recommend using any kind of eGold accounts, but rather use an SSL secured connection via Tor or some other anonymyzing service which masks your ip address. Obviously at no point should you use any of your own personal emails that you have previously connected to on your real ip address, as these will show up in system logs. Use only emails that you have only ever accessed using the Tor network as these will be impossible to trace. Emails of this kind are becoming more rare however as javascript is heavily used, and as we now know, could be exploited over Tor to reveal your true ip address.


     

   
                    
                                      
           Chapter 6: P2P Systems           

        
       The inherent problem with popular p2p sharing application is the same now as it was back in the 1990s. Namely, many of the users believe they act with impunity on a semi-anonymous network where only they are privy to what they download or share. Some believe in the safety-in-numbers rule. In other words, calamity can never happen to me because there are so many of us and so few of them (them being the powers-that-be). Some believe that they have a sense of security because they have used their favorite application to exchange files over and over without any hiccups with censors at all. This is a fallacy that is a lot like playing Russian roulette with a .38 pistol. Peer-to-peer systems like Emule, Limewire, Gnutella and Gigatribe all have the same Achilles heel in that your ip address is visible to anyone for days, weeks, and months, or however long you use the program. It is true with torrents and it is not much different with p2p systems.

So the real question to ask is, with all of the lawsuits by the RIAA and MPAA (record and movie studios) trumpeted from one end of the globe to the other, why do people take such risks in downloading copyrighted content? For the same reason that casino players will keep playing: to get another dose of that euphoria they experience when they win 1 out of 100 spins of the slots. They want that great euphoric feeling now. They don’t want to use something slow, clunky and anonymous like Tor, Freenet, I2P or Perfect Dark (all anonymous p2p-like systems), because they want it delivered yesterday. Velocity is king.

NordicMule is a tracking system developed by Norway’s National Criminal Investigation Service. It tracks peer-to-peer identities (ip addresses) on the Emule network, and monitors illegal files being traded over the network. It can detect such files based on their SHA value, the digital fingerprint that a file possesses. All types of files have this digital fingerprint: mp3s, divx video files, text files, you name it. If any part of the file is altered, say with a paint program for jpegs, then the SHA value changes. Based on the SHA value and ip address, the system can detect where a file has been, and the destination where it is going. You might think that this system is doing a great job at scouring the network for illegal contraband, for now at least. However, this type of surveillance system can be used not only to track illegal contraband based on one’s ip address, but any kind of file going through the system. Think about the future repercussions of such a system. Do you think that the system will be discarded and defunded after the system is (presumably) purged of illegal, copyrighted goods? Not by a long shot. Legislators like to keep a tax-funded liability going indefinitely, and this is especially true of law enforcement programs. It had and will be used to detect copyright infringers who download zero-day software releases. The media is plagued with stories of copyright infringers who have been sued for millions for downloading such content, and it is all due to their ip address being broadcasted out in the open for weeks and months to anyone with the technical skills to exploit it. In a few years, such a system could be reprogrammed to go not only after illegal contraband but tax evaders, deadbeat dads,  student loan defaulters, and those who exclaim their free speech rights a bit too loudly. Before you scoff, think how far phones have come in the last twenty years. They can now give you the weather, your exact geographical location, and with a little help from Google apps, let you explore the landscape of not only our moon, but the surface of Mars (Google Earth). Privacy as we now know it might be a distant memory in as little as a decade from now. Much like a loaded gun resting on someone’s wall mount: it can be used for good as well as for evil.

 


     

   
                    
                                      
           Chapter 7: Facebook           

        
       Facebook is a bit of a mixed bag in regards to its benefits/liability aspect. On the one hand, it is immensely popular and profit-inducing for a reason: people love to chat with relatives, old neighborhood friends, girlfriends, mistresses and political liaisons, all in real-time. The benefits to these factors are fairly immediate if you’re the type of individual who likes instant gratification/ rewards for your online efforts. There is nothing quite like the feeling of seeing old friends on your friend’s list who you have not seen in twenty-five years, now instantly accessible for a chat session at just about any time of day. Facebook doesn’t rely so much on the ip address as a p2p network would. They don’t have to. All of your personal information is theirs for the taking. Your real name, phone number, who your past and present friends are, and even your pets are all data just begging to be mined and targeted with advertising tailored to every atom of your personality. What could go wrong?

The problem facing Facebook users is that it is all too easy for facebook to give this treasure trove of information about you up to the highest bidder. Facebook by its very nature acts not as a protector of the 4th amendment, but as a destroyer in reducing its sacred tenets. Many government agencies and local law enforcement have relied on Facebook profiles to establish alibis, reveal private emails, and prove or disprove acts that may be criminal or not. Facebook has a privacy policy that states:


   ”We may also share information when we have a good faith belief it is necessary to prevent fraud or other illegal activity, to prevent imminent bodily harm, or to protect ourselves and you from people violating our Statement of Rights and Responsibilities. This may include sharing information with other companies, lawyers, courts or other government entities.”



Facebook is mandated by the government to abide by subpoenas for user information data except any private messages that are unopened and are less than 181 days of age as these require a warrant. A problem is that the Supreme Court never recognized a 4th amendment right to privacy data not being shared with third parties. The government pretty much has a blank check to engage in “shooting-fish-in-a-barrel” type expeditions for subscriber information that may or may not have anything to do with any criminal acts. Thus, be mindful of what you type on Facebook, and don’t get so accustomed to its personalized interface that you start to think you are anonymous. This is the way p2p users think and act, and you have even less privacy on Facebook than you do on a p2p network like Emule. In addition, take note that when you use an anonymizing service like Tor to access Facebook, they will think you are logging in from another country, wherever the Tor exit node resides.

Some tips on preserving privacy on Facebook:

1.)  Engage your lists! You have the option to make your posts available to not only friends or everyone, but special lists of friends. When you share it with “everyone”, that doesn’t mean only those people on facebook, but rather anyone with an internet connection, even those not Facebook members. A good idea is to not reveal anything personal like relationship statuses to your boss, coworkers as well as any political leanings you might have.

2.)  Visit your Facebook page logged out. This might sound awkward, but how would you know what strangers see on your profile if you are logged in? So log out, then browse to your page and make sure nothing is there you wouldn’t want broadcasted in public…because it is! You can completely remove any visible traces of your profile by going to you privacy settings and unchecking “public search results”. People who use Facebook won’t see anything related to you.

3.)  Don’t overshare your “likes”. There exists the possibility that you have some “likes” in your past that you no longer treasure, such as some of your ex-boyfriend’s favorite bands. You can edit the list of them by going into your account and clicking “Edit Friends”, then “Pages” then choosing “Remove Connection” for those things that aren’t up to date, or you feel uncomfortable with showing in public.

4.)  Clean House with your third party apps. Be mindful of you has access to your profile data. Facebook, like Google Plus, aims to give you a more refined “experience”, however you may not know who Facebook is sharing your personal data with (think Google, Microsoft, and Yahoo Search). Go to your privacy settings, click applications, then on program to personalize it.

5.)  Never access Facebook through any anonymizing application. This goes for any kind of application like Tor, I2P, and any proxy service that masks your ip address. Some of these programs have exit nodes which can exploit information like credit cards and login/passwords.

As of late, many news agencies have been reporting that some companies in the financial sector have been demanding usernames and passwords to their employee’s Facebook accounts. The reason, they state, is because of security concerns. Nothing could be more insecure than giving your username and password to a company you know little about. Be weary of anyone who asks for this information. Once they have it, you are in no position to see who logs into your account. If you are careless and use the same username and password for all of your social media accounts, say Twitter, Myspace, Facebook, Linkedin, then all of those accounts are compromised. Thus always research the local and federal laws regarding what a company may or may not do in regards to a position you are applying for.


     

   
                    
                                      
           Chapter 8: I2P           

        
       I2P (http://www.i2p2.de/download) is another option that people can use to hide their online IP address, and thus their internet footprint. While not quite as time-intensive as Freenet to get going to respectable speed, it nevertheless shares a lot of the same characteristics in that it routes traffic through neighboring peers. It is an anonymizing network with several layers of encryption wrapped around all the data that travels through the system. It distributes this in a manner whereby the operating rule is similar to what you’d find on Freenet: Trust No One. The developers have publicly stated that their main goal is not necessarily one of 100% anonymity, but rather to make the system too troubling and expensive to attack from the outside. Since there are limited to a low latency mix network like I2P, 100% anonymity is something of a misnomer, but there are additional layers of protection from attacks given by applications that run on top of I2P, such as I2P mail, Snark and Syndie. All of this is open source as well, meaning you do not have to pay for it, though donations are welcome.

The similarity with Freenet is short-lived. Freenet stores all the network’s content in distributed datastores residing on user’s computers. I2P’s function is not distributed storage of content however. I2P offers more interactivity with websites (eepsites) than Freenet does. Blogs, forums, chat, more search engines and no need to install any of them locally are the hallmarks of I2P. Websites that exist in the I2P network are called Eepsites, and are hosted anonymously, with I2P being a strict requirement to access these websites. In that vein, it is similar to the .onion sites accessible only via Tor. Every pc that is connected to the I2P network shares in the forwarding of encrypted packets of data through a random series of proxies prior to arriving at the final destination. Each subsequent proxy prunes a layer of encryption at various intervals until encryption is removed. No one knows the origin of said packets, a trait also shared by the Tor network.


     

   
                    
                                      
           Conclusion           

        
       Hopefully if you have read this far, then you are now aware of some of the dangers associated with leaving your ip address out in the open. Unfortunately there are always going to be up and coming social networks and applications that try to trivialize the use of the ip address and/or your private data and justify their monitoring of your online habits. We have seen it happen with many personal applications over the years: Internet Explorer, Napster, Limewire, Emule, Myspace, Facebook and the like. These make their profits by studying your daily personal habits and then targeting you based on those habits. However now you at least have an effective arsenal of tools in which to minimize the invasion of privacy and keep your private data private. More and more we are seeing a gradual and sometimes not-so-gradual erosion of our private lives. Employers now are doing credit checks now more than ever before. Some of them reject applicants to entry level employment positions based on their credit score. Some employers are demanding Facebook usernames and passwords as a condition of employment. All of this is being done in conjunction with social media sites clamoring for more advertising data on what you like, dislike, or are not interested in.

Always ensure that you know the laws of your own government regarding what they may or may not do with your information. Always take note of privacy polices on websites, what your isp can and cannot do in regards to your online activities, such as how long they keep logs of your browsing habits, in addition to what their policy is on retaining emails which could contain sensitive information about you and your family.

Stay safe, always.
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