Linux Privilege Escalation Quick Reference

LinPEAS Automated Scan
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# Download and run
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Color Code:

¢ RED/YELLOW: 95% privilege escalation vector
e Light Cyan: Users with console access

¢ Green: Common findings
Manual Enumeration

SUID Binaries
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# Exploitable binaries:

.

Sudo & Passwords
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Cron Jobs
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World-Writable Files
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Quick Escalation Methods

Writable /etc/passwd
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PATH Manipulation
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System Info for Kernel Exploits
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Cleanup
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