Windows Privilege Escalation Exploitation Quick Reference

AlwayslinstallElevated Exploitation

Generate MSI Payload

-
bash

# Create malicious MSI file

.

Setup Listener & HTTP Server

p
bash

# Start listener

# Host payload (Kali)

.

Download & Execute on Windows

-

powershell

# Download MS/

# Execute with SYSTEM privileges

(&

Weak Service Permissions

Generate EXE Payload

bash



# Create reverse shell executable

Download & Create Service

-

powershell

# Download payload to temp

# Create malicious service

# Start service for SYSTEM shell

.

Basic SYSTEM Recon

-

cmd

.

Cleanup (Optional)

-

powershell




# Remove service

# Remove payload




