Network Pivoting Quick Reference
VirtualBox Network Setup

Configure Debian Pivot Machine

Adapter 1: Bridged Adapter (external access) Adapter 2: Internal Network (intnet2)

Manual IP Assignment (Second Adapter)

p
bash

# Set up internal network interface

# Verify setup

&

Metasploit Autoroute Setup

Generate Meterpreter Payload

-
bash

# Create reverse Meterpreter payload

# Transfer to target

.

Configure Autoroute & SOCKS Proxy

-
bash




# In Metasploit console

# Start SOCKS proxy

.

Proxychains Configuration

Edit Proxychains Config

-
bash

# Edit config file

# Add at bottom:

Use Proxychains for Internal Access

p
bash

# Scan internal network

# Access web services

-

Chisel Tunneling

Download & Setup Chisel (Kali)

bash



# Start server

Setup Chisel Client (Target)

p
bash

# Transfer and setup

# Connect client for RDP tunnel

Access Tunneled Services

p
bash

# Connect to internal RDP via tunnel

-

Troubleshooting

Network Interface Issues

p
bash

# Check VirtualBox adapter settings:
# Settings > Network > Adapter 2

# Enable Network Adapter v

# Attached to: Internal Network v

# Cable Connected v




SSH Tunneling Problems

p
bash

# Enable SSH forwarding on Debian

# Add: AllowTepForwarding yes

Common Connection Issues
¢ No IP on enp0s8: Manually assign IP as shown above

¢ Chisel not connecting: Verify correct Kali IP in client command

e Tunnel fails: Check firewall and interface bindings



