msfvenom & Windows Evasion Quick Reference
msfvenom Payload Generation

Basic Windows Reverse Shell

-
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# Standard Meterpreter payload

# 32-bit specific

# 64-bit specific

Common Output Formats

p
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# Windows executable

# PowerShell script

# C# executable

# Python script

# Raw shellcode

# JavaScript




Encoding & Evasion
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# Single encoding (basic AV bypass)

# Multiple iterations

# Template injection (hide in legitimate exe)

Handler Setup

Multi Handler Configuration
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# In msfconsole
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Payload & Handler Matching
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Windows 10/11 Security Bypass

Windows Defender Disable
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SmartScreen Disable

-

.

Exploit Protection Settings
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Payload Delivery Methods

Python HTTP Server
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# Create virtual environment (recommended)

# Serve payload

# Access at: http://IP:8080/payload.exe

PowerShell Download
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powershell

# Download payload

# Alternative method

# Execute with bypass

SMB Share Delivery
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# Setup SMB share (Kali)

# Access from Windows
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Common msfvenom Options
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Troubleshooting

Connection Issues
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# Test network connectivity

# Check if port is blocked
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Payload Blocked
e Disable all Windows security features
e Trydifferent payload formats (-f)
¢ Use encoding/templates for evasion

e Check if payload matches handler exactly

Handler Not Catching

e Verify LHOST matches your attack machine IP
e Ensure LPORT is not blocked by firewall

e Confirm payload and handler use same settings



e Check network connectivity between machines

Real-World Delivery Vectors

Email Attachments: .exe, .scr, .bat, .cd, .pif Document Macros: .doc, .docx, .xls, .xlsx with VBA Web
Downloads: Fake software updates, utilities USB/Physical: Autorun payloads, social engineering Supply

Chain: Infected legitimate software updates



