Post-Exploitation & Persistence Quick Reference
Meterpreter Session Management

Basic Session Control

-
bash

# Background current session

# List all active sessions

# Interact with specific session

# Kill a session

#Kill all sessions

Session Information
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# Get system info

# Check current user

# List running processes

# Check privileges

(&

Credential Dumping (Kiwi/Mimikatz)



Load and Use Kiwi

-
bash

# Load Mimikatz extension

# Dump all credentials (requires SYSTEM)

# Dump password hashes from SAM

# Extract Kerberos tickets

# Dump WDIGEST passwords

# Dump cached domain credentials

Privilege Escalation Requirements
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# Attempt to get SYSTEM privileges

# Verify current privileges

# If not SYSTEM, try token impersonation first
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Token Impersonation & Privilege Escalation

Token Management

bash



# List available tokens

# Impersonate specific token by PID

# Impersonate by username

# Revert to original token

Finding Target Processes
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# List processes with user context

# Look for high-privilege processes:
# - System (PID varies)

# - services.exe

# - winlogon.exe

# - [sass.exe (be careful!)
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Network Pivoting & Lateral Movement

Autoroute Setup
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# Set up routing through compromised host

# Verify routes

# Add manual route

Internal Network Scanning
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# Port scan through pivot

# SMB enumeration through pivot
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Persistence Methods

Registry Run Keys
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# Drop to shell

# Add persistence via registry (current user)

# System-wide persistence (requires admin)

Service-Based Persistence
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# Persistent service creation

# Manual service creation

Scheduled Tasks
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# Create scheduled task (PowerShell)

# Alternative with specific timing
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Surveillance & Data Exfiltration

Screenshot & Keylogging
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# Take screenshot

# Start keylogger

# Dump captured keystrokes

# Stop keylogger

File Operations
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# Download files

# Upload tools/payloads

# Search for interesting files

Webcam & Microphone
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# List available webcams

# Take webcam photo

# Start webcam stream

# Record audio

Anti-Forensics & Cleanup

Log Clearing
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bash




# Clear Windows Event Logs (Meterpreter)

# Manual log clearing (requires admin)

File & Registry Cleanup
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bash

# Remove uploaded files

# Remove regqistry persistence

Process & Service Cleanup
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# Stop and delete services

# Remove scheduled tasks




Useful Post Modules

System Information Gathering

-
bash

# Enumerate system details

# Check for antivirus

Network Enumeration
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# Enumerate network shares

# Get network configuration

&

Common Troubleshooting

Session Issues

e No session found: Check if exploit succeeded with

e Session died: Network connectivity or AV killed payload

e Commands fail: Check privilege level with

Privilege Issues

o Access denied: Need SYSTEM privileges, try(getsystem)



¢ Kiwiwon't load: Only works on Windows Meterpreter sessions

¢ Creds_all empty: Requires SYSTEM privileges and credentials in memory

Network/Persistence Issues
¢ Autoroute fails: Check network connectivity and routing table
¢ Persistence not working: Verify registry keys and file paths

e Payload blocked: AV detection, try different persistence methods

Best Practices

Stealth Operations
e Use to move to stable processes
¢ Avoid high-CPU operations during business hours
e Clean logs regularly during engagement

¢ Use built-in Windows tools when possible (living off the land)

Session Stability
¢ Always background sessions when running other modules
¢ Migrate to stable processes (explorer.exe, notepad.exe)
e Create multiple persistence mechanisms

e Test persistence after system reboot



