
BIOS Enable Virtualization for Ethical 
Hacking Labs 

Before you can run Kali Linux, vulnerable machines, or any VMs in 
VirtualBox, you need virtualization enabled in your BIOS. Without this, 
VirtualBox will throw errors, and your virtual machines won't work properly. 

This guide shows you exactly how to enable it on any system. 

What is Virtualization? 

Virtualization lets your computer run multiple operating systems at the same time. 
Think of it as creating several computers inside your one physical machine. 

Why you need it enabled: 

●​ Run Kali Linux, Parrot OS, and Windows VMs simultaneously 
●​ Create isolated testing environments for ethical hacking 
●​ Test malware and exploits safely without affecting your main system 
●​ Simulate real-world network scenarios 

Getting Into Your BIOS 

General Steps: 

1.​ Restart your computer 
2.​ Press the BIOS key immediately when it starts up 
3.​ Most common keys: DEL, F2, F10, ESC, F12 

 



Brand-Specific Keys: 

Dell: F2 at logo screen 

HP: ESC then F10 

Lenovo: F1, F2 or Novo button 

ASUS: DEL during startup 

Acer: F2 or DEL 

MSI: DEL or F2 

Step-by-Step: Enable Virtualization 

Step 1: Find the Virtualization Settings 

Look for menu sections called: 

●​ Advanced 
●​ Processor Settings 
●​ CPU Configuration 
●​ Security (some systems) 

 



​
Navigate to Advanced or Processor Settings in your BIOS menu 

Step 2: Locate Virtualization Options 

The setting will be named one of these: 

●​ Intel Virtualization Technology (Intel CPUs) 
●​ Intel VT-x 
●​ AMD-V (AMD CPUs) 
●​ SVM Mode (AMD) 

 

Look for Intel Virtualization Technology or AMD-V options 

Step 3: Enable the Settings 

1.​ Highlight the virtualization option 
2.​ Press Enter 
3.​ Select "Enabled" 
4.​ Press Enter to confirm 



 

Both Intel Virtualization Technology and VT-d should be set to [Enabled] 

Step 4: Save and Exit 

1.​ Press F10 (or look for "Save and Exit") 
2.​ Confirm "Yes" to save changes 
3.​ Your computer will restart 

 



Confirm "Yes" to save your changes and restart 

Test Your Setup 

Verify Virtualization Works: 

1.​ Open VirtualBox 
2.​ Try creating a new virtual machine 
3.​ If it works without errors, you're done 

 

VirtualBox should open normally and allow you to create VMs 



Troubleshooting 

If virtualization doesn't appear or is grayed out: 

●​ Check CPU support: Visit Intel's or AMD's website to verify your processor 
supports virtualization 

●​ Disable Secure Boot: Look for "Secure Boot" option and set it to "Disabled" 
●​ Disable Hyper-V: In Windows, go to "Turn Windows Features On/Off" and 

uncheck Hyper-V 
●​ Update BIOS: Download the latest BIOS version from your manufacturer's 

website 
●​ Check Windows features: Disable Windows Subsystem for Linux and 

Virtual Machine Platform if enabled 

VirtualBox still giving errors? 

●​ Restart your computer after making BIOS changes 
●​ Try creating a simple Linux VM with minimal RAM (1GB) 
●​ Check if Windows Defender is blocking VirtualBox 

Important Notes: 

●​ BIOS interfaces vary - your screen might look different but the steps are 
the same 

●​ Take your time - BIOS navigation can be slow, use arrow keys carefully 
●​ Don't change other settings - only modify virtualization options 
●​ If unsure, exit without saving - better safe than sorry 

Next Steps 

With virtualization enabled, you're ready to: 



●​ Install VirtualBox and the Extension Pack 
●​ Download Kali Linux ISO 
●​ Create your first ethical hacking VM 
●​ Set up vulnerable machines for testing 

Your lab foundation is now solid. Time to build some virtual machines and start 
hacking safely. 

 

Disclaimer: BIOS interfaces vary by manufacturer and model. Always consult your 
hardware manual for specific instructions. 
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