MAC Address Spoofing Quick Reference

For Ethical Hackers

Setup

Install tools:

p
bash

.

Check interface:

p
bash

Change MAC Address

Basic process:

-
bash

.

Specific MAC:

bash

Verify:



bash

Troubleshooting

No internet:

p
bash

.

Network restart:

bash

Make Persistent

bash

Add:(@reboot sudo macchanger -r [interface])

Key Options
. Random MAC

o (=M XXXXEXXXXXX:XX) Specific MAC

J Show current/permanent MAC



