Censys Search Query Reference Guide

Account Setup

¢ Navigate to Censys.io and create free account
e Freetier: 250 queries per month

e Advanced features require paid plan

Basic Search Syntax

Port and Service Searches
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Geographic Filtering

Software and Technology Detection
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SSL Certificate Searches




Combined Searches

Search Operators

Basic Operators

Quotes for Exact Matches

Useful Search Categories

Remote Access Services

Web Services

Database Services
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Common Vulnerable Services

Export and Analysis

e Click "Export" button for CSV/JSON download
e Use exported data for offline analysis

e Combine with other reconnaissance tools

Ethical Guidelines

e Use only for authorized security research
e Do not attempt to access discovered systems
e Focus on defensive security applications

e Report vulnerabilities through proper channels



