
Amass Quick Reference Guide

Installation & Setup

API Configuration

Basic Commands

Passive Enumeration

Active Enumeration

Brute Force with Wordlist

bash

sudosudo  aptapt update  update &&&&  sudosudo  aptapt  installinstall amass amass

sudosudo  aptapt  installinstall seclists seclists

amass --helpamass --help

bash

mkdirmkdir -p ~/.config/amass -p ~/.config/amass

vimvim ~/.config/amass/config.ini ~/.config/amass/config.ini

bash

amass enum -passive -d vulnweb.comamass enum -passive -d vulnweb.com

bash

amass enum -active -d vulnweb.comamass enum -active -d vulnweb.com

bash

amass enum -brute -w /usr/share/seclists/Discovery/DNS/subdomains-top1million-110000.txt -d vulnweb.com -o resuamass enum -brute -w /usr/share/seclists/Discovery/DNS/subdomains-top1million-110000.txt -d vulnweb.com -o resu



ASN Intelligence

Check API Sources

View Results

bash

amass intel -asn amass intel -asn 1516915169

bash

amass enum -listamass enum -list

bash

catcat results.txt results.txt


