
API Keys Setup Quick Reference

Check Your Shell

Add API Keys to Profile

Common API Key Exports

Reload Shell

Verify Keys Work

bash

echoecho  $SHELL$SHELL

bash

# For Bash users# For Bash users

vimvim ~/.bashrc ~/.bashrc

# For Zsh users  # For Zsh users  

vimvim ~/.zshrc ~/.zshrc

bash

exportexport  SHODAN_API_KEYSHODAN_API_KEY=="your_shodan_api_key_here""your_shodan_api_key_here"

exportexport  CENSYS_API_IDCENSYS_API_ID=="your_censys_id_here""your_censys_id_here"

exportexport  CENSYS_API_SECRETCENSYS_API_SECRET=="your_censys_secret_here""your_censys_secret_here"

exportexport  VIRUSTOTAL_API_KEYVIRUSTOTAL_API_KEY=="your_virustotal_key_here""your_virustotal_key_here"

exportexport  AMASS_CONFIGAMASS_CONFIG=="~/.config/amass/config.ini""~/.config/amass/config.ini"

bash

sourcesource ~/.bashrc     ~/.bashrc    # or# or

sourcesource ~/.zshrc ~/.zshrc

bash



Security Tips

Never put API keys in scripts

Change keys if compromised

Use environment variables only

echoecho  $SHODAN_API_KEY$SHODAN_API_KEY


