Nmap Complete Reference Guide

Installation & Setup
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# Check ifinstalled

# Install on Debian/Ubuntu/Kali

# Help and documentation

# Update Nmap
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Target Specification
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# Single target

# Multiple targets

# Range of IPs

# Subnet scanning

# Exclude targets

# Read targets from file
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Host Discovery
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# Ping sweep - check if hosts are up

# Skip ping (assume host is up)

# TCPSYN ping

# TCP ACK ping

# UDP ping

# ICMP ping types
#ICMP Echo
# ICMP Timestamp
# ICMP Netmask

# ARP scan (local network only)
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Scan Techniques

TCP Scans
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# TCP SYN scan (half-open, stealth)

# TCP Connect scan (full connection)

# TCP ACK scan (firewall detection)

# TCP Window scan

# TCP Maimon scan

H#TCPFIN scan

#TCPNULL scan

H# TCP XMAS scan

UDP Scans

p
bash

# UDP scan (slow but important)

# UDP scan top ports only

# Combined TCP SYN + UDP

Other Scan Types
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# IP protocol scan

# Idle scan (zombie scan)

# FTP bounce scan

Port Specification
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# Single port

# Multiple specific ports

# Port range

#AIll 65535 ports

# Top common ports

# Fast scan (top 100 ports)

# TCPand UDP ports

# Protocol-specific ports
# UDP only
# TCPonly

Service & Version Detection
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# Service version detection

# Intensity levels (0-9)

# Most aggressive

# Version light (faster)

# Version all (slower but thorough)

# Version trace (debugging)

Operating System Detection
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# OS detection

# Aggressive OS detection

# OS scan limit (skip if no open/closed ports)

# Maximum OS detection tries

Script Scanning (NSE)
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# Default scripts

# Specific script

# Multiple scripts

# Script categories

# Script wildcards

# Script arguments

# Script help

Timing and Performance
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# Timing templates (O=paranoid to 5=insane)
# Paranoid (very slow)
# Sneaky
# Polite
# Normal (default)
# Aggressive (recommended)

# Insane (very fast)

# Custom timing

Firewall/IDS Evasion
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# Fragment packets

# 8-byte fragments

# Decoy scans
# Random decoys
# Source port spoofing
# Randomize target order
# MAC address spoofing
# Random MAC

# Data length modification

# IP options

# TTL modification

# Bad checksum

# IPv6 scanning

Output Formats
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# Normal output

# XML output

# Grepable output

# Script kiddie format

# All formats at once

# Append to file

# No output to stdout
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Common Port Numbers & Services
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Port States Explained

e Open: Port accepts connections - service is listening

Closed: Port is accessible but no service is listening

Filtered: Cannot determine if port is open - firewall/filter blocking

Unfiltered: Port is accessible but cannot determine if open or closed

Open|Filtered: Cannot determine if port is open or filtered (UDP scans)

¢ Closed|Filtered: Cannot determine if port is closed or filtered

Advanced Techniques

e ~
bash




# Aggressive scan (combines -O -sV -sC --traceroute)
sudo nmap -A target.com

# Version scan with default scripts
nmap -sC -sV target.com

# Fast comprehensive scan
nmap -T4 -A -v target.com

# Scan only open ports

nmap --open target.com

# Verbose output levels

nmap -v target.com # Level 1
nmap -vv target.com #Level2
nmap -vvv target.com # Level 3

# Debug output
nmap -d target.com #Level7
nmap -dd target.com # Level2

# Reason for port state
nmap --reason target.com

# Packet trace
nmap --packet-trace target.com

# Resume scan from log
nmap --resume scan.log

# Interface specification
nmap -e ethO target.com

# Source IP specification
nmap -$192.168.1.100 target.com

# Traceroute
nmap --traceroute target.com




# Script tracing

Useful Script Categories
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# Authentication scripts

# Brute force scripts

# Discovery scripts (safe)

# DoS scripts (use carefully)

# Exploit scripts (use in controlled environment)

# External scripts (contact external services)

# Fuzzer scripts

# Intrusive scripts (may harm target)

# Malware detection scripts

# Safe scripts (unlikely to harm)

# Version detection scripts

# Vulnerability detection scripts

Real-World Examples
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# Quick network discovery

# Fast port scan

# Comprehensive scan

# Web server analysis

# SMB enumeration

# Database detection

# Vulnerability assessment

# Stealth scan

# Bypass firewall
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Troubleshooting Common Issues

-
bash




# Permission denied for SYN scan

# Solution: Use sudo or switch to TCP connect scan

# Scan too slow

# Solution: Increase timing, reduce scope

# Host seems down

# Solution: Skip ping, use -Pn

# Firewall blocking

# Solution: Use evasion techniques

# Need to scan specific interface

# Solution: Specify interface
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Pro Tips
e Always use -T4 for faster scans unless stealth is required
e Combine -sC -sV for comprehensive service detection
e Use --top-ports for faster broad scans
e Save results with -oA for all output formats
e Use -Pn when targets don't respond to ping
e Check --script-help for script documentation
e Use -v for verbose output to see progress
e Consider legal and ethical implications

e Testin controlled environments first



