Filtering live hosts and domains

We'll explore techniques for filtering live hosts and domains from the vast amount of
subdomains we have gathered till now during our reconnaissance process.

We will use two tools to accomplish this task - one is HTTProbe and other one is
Eyewitness.

First we will use HTTProbe.

HTTProbe is an awesome tool that takes a list of domains and probe for working http and
https servers.

So, we already have the list of subdomains we have gathered till now. We just have to pass
it to HTTProbe

Finding Live hosts with HTTProbe
cat test.txt | httprobe -c 50

Once we have the live hosts, we will use another tool to get the screenshot of them. In the
real world, it will be really time consuming to check which hosts has a application running
which does not. We can use this tool to make our life easier.

Screenshot live hosts with Eyewitness

python3 EyeWitness.py -f file.txt



