Automating the Reconnaissance

We will be automating our Reconnaissance process with tools like Photon and Sniper. So,
lets get started

We will start with photon

Photon is an advanced web crawler and OSINT (Open-Source Intelligence) tool designed for
thorough website analysis. It is capable of scanning websites comprehensively to uncover
valuable information, including endpoints, vulnerabilities, and sensitive data.

Use Photon for Recon

python3 photon.py -u swiggy.com --clone --dns --keys --wayback -1 3 -t 100
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Next we have Snlper, which is an all-in-one vulnerability scanner and attack surface
management tool which is designed for comprehensive penetration testing and vulnerability
assessments.

Use Snlper for All-in-One Offensive recon

sudo sniper -t <target> -m



